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ddy 10k the Wireless World!
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WirelesstNetwork Risks
(WhatdaiFneed to look for?)
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red-Side Leakage

Broadcast and Multicast Traffic leaking from the Wired
Network into the local air space:

- HSRP
- IGMP

:gig; gg!!’i 4&§dﬂﬁb <‘E§7

- VRRP

- IPX

- STP

- AND NetBIOS!!!
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Wired Side Leakage (Router Broadcast Traffic)

Password for H/A on Core Router! Note that this is leaking from the wired network into the
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cucture\ulnerabilities

Cisco WPA Migration Mode Vulnerability T BlackHat 2010

WPA Migration Mode & CORE

SECURITY TECHNOLOGIES

www.coresecurity.com

How WPA Migration Mode works
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Using WEP as multicast cipher allows WEP and WPA stations to
decrypt multicast traffic.

AP tracks encryption capabilities of each station, and because IEEE
802.11 networks are switched, the AP forwards unicast frames
encrypted appropriately (WEP or TKIP).
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Firesheep Extension for Firefox Enables
o Hacking for the Masses, Hijacks Browser
8T sessions With Ease

By Mike Lennon on October 25, 2010
Share| 1 || +1 | © ¥Tweet | 62 | ERecommend 106 @

Firesheep Extension for Firefox Enables HTTP Session Hijacking For the Masses. Instantly Hacks
Into Facebook, Twitter, Hotmail and Many More Sites With Ease.

A new Firefox extension developed by Eric Butler, a freelance web application and software developer
from Seattle, WA, makes it dead simple to hack into someone’s social networking and email accounts. With
the right setup, and using the "FireSheep” extension for FireFox, you can be logged into someone’s
facebook (or any other of the supported sites) within seconds. The extension essentially enables anyone

on an insecure wireless network to access user login info for all major social networks and other popular
web services.

ann Mozl Firefox =
L tusaited) s
This extension makes something that was aledicial[ o0 24 (260 A
already possible, but typically harder to do, - Areshees i

| -ﬁnp éamnnnn

incredibly easy.

| wrir = googlegicoadebutior com



B02: 11 VVulnerabilities

Reconnaissance

Sniffing

Masquerade &
Hijack

Insertion

Denial-of-Service

ARogue APs
AOpen/Misconfigured APs
AAd Hoc stations

AWEP, WPA, LEAP cracking
ADictionary attacks
AWPA Migration Mode (Cisco)

AMAC spoofing
AMiFi or cellphone hotspot
AEvil Twin/Wi-Phishing attacks

AMulticast/Broadcast injection
ARouting cache poisoning
AMan in the Middle attack
ADisassociation

ADuration field spoofing
ARF jamming

Netstumbler, Kismet,
Wellenrighter

AirSnort, Cowpatty,
Wireshark, Cain,
Ettercap, aircrack-ng

AirSnarf, Hotspotter,
HostAP, SMAC,
Firesheep

Airpwn, WepWedgie,
ChopChop, Vippr,
irpass

AirJack, void11,

Bugtragq, IA@WANT
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tttictarer\Vulnerabilities

Many people have fortified their sensitive wireless infrastructures by
migrating away from insecure Open or WEP configurations

AVulnerable for many years,
including Cisco Migration Mode

WEP Attack Easily Cracked

ACan be vulnerable to Can be attacked,
WPA-PSK Attack . especially 8 char
dictionary attack PSKs

TKIP A2009/2010 attack Targeted in POC
demonstrations

End-users have now become the low-hanging fruit!!!



|

EncUsers-have become the fow hanging fruit

Hotel

A Am | connected to an insecure access point?

Airport

A Am | connected to another passenger in ad-hoc mode?

Coffee Shop
A Am | connected to a real hotspot connection?

Home
A Is my laptop probing for SSIDs not on the safe list?

Office
A Do | have wired & wireless on at the same time?



ethod

irelessdefence karma-0.4]# bin/karma etc/karma.xml Hotspot Evil Twin

e etc/karma.xml
is running

1s running

is running

is running

1s running
WEBrick 1.3.1
ruby 1.8.4 (2005-12-24) | 1386-1inux]
WEBrick: :HTTPS start: pid=4962 port=80

15 running
1I||||||||
hit Control-C to quit.

1ssociated
: ) <o 169.254.0.254 ‘ Hotspot Phishing
P Data Leakage

Mobile Users

Tools such as Karma can Respond to ANY Client Probe Request
Variety of Services (POP, FTP and HTTP) to Lure Unsuspecting Users
No Aut hentication of APervasive Wi reless Cloudo

Automatic Network Selection in Windows (Zero Configuration Client)
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_‘Laptop sends Probe Request

<
AP responds with Probe Respog_

=

O

g e user Associates with Fake AP

]

o AP provides IP address to User

g' Intruder

§  we @ Laptop
Station Scan laptop for vulnerabilities (Soft AP)

& compromise it

@

Use station as a launch pad
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New School Method Direct attacks on Wireless Clients
using Cellphone

Palm Pre with Hacked Mobile Hotspot

e New School Hotspot Phishing
Data Leakage

Attack vector on any wifi enabled cell
phonee

Got a WiFI 1Pad, iPod, Mac? J
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Corporate Network

>
_‘Laptop sends Probe Request

<
N Fak e oAPPesponds w/ Probe Rgo_nse

N >
(‘ _Me user Associates with Fake AP
AP provides IP address to User

User 4_‘
Station Scan laptop for vulnerabilities

& compromise it

@

Use station as a launch pad

Intruder
Laptop
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GuUestAceesso—fargeting-Guest Users

Captive portal doesnot
until authenticated via the portal

A But it does allow access to the local
wirelessnet wor k, and provi des

an

Intruder

What can | do with access to the local Laptop
network?

A Unless PSPF or client isolation is enabled, f \
hacker can scan and target other users of Alntruder do

. authenticate to

the wireless network captive portal

A Exploit their laptop and steal credentials for other A Targets users on
wireless networks (metasploit anyone?) same AP

. . . o A Perhaps some of

A Validate if portal ACL rules are properly prohibiting those Guest users
access are actual

A Virtually every captive portal we tested was only \ employees??? /

controlling HTTP/HTTPS access to the Internet and
internal networks

A We could ping, ssh, telnet, ftp, etc. without EVER
authenticating to the portal!!!

Internet



Captive Portals

We later determined that the attackers
got to the corporate network through a
unauthorized wired bridge installed by an

a consulting firm Intruder

This secondary local subnet was SoRioh

discovered by listening to wireless traffic
for the entire airspace, and identifying
IPs for the corporate network

They then attempted to access the —= o ,
network through the captive portal, and  * .-
were successful. e

And this DIDNBT requirggomyy

authentication to the captive portal! They switch

already had access to the local A eriage o corporate
network!!! A Installed by
consulting firm Internet

onsite, in anon-IT

\ closet /




ome Of therather attack vectors




lal\WiFI

Windows 70 A whole new possibility of Rogue AP threats

Windows 7 (all version) provide Virtual Wifi with the operating the system,

essentially allowing any desktop user to setup a Virtual Wireless Access
Point!!!

ESR EoR —
L 17
@\J' $# « Network and Intermet » Network Connections » v | 4y ¢z ttnort Conmect P
Organize » Connect To Disabile thes network device Diagnose this connectien  » =~ [ @
o Local Area Connecticn - Wireless Network Connection - Vireless Network Connection 2
g Metwork Cable unplugge 2 FhymaY, Shared e Fhantatm &
x -‘;"-4 Broadcom Netitreme S/ Grgabs dﬂ Oell Wirelesz 1450 Dusd Band 'WLA dﬂ Ny i

Note that this is not anadhoc network, but an actually virtual access point
that behaves, lives, and breathes like an actual Access Point!
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How?
Setup at the DOS Prompt

Share either a Wired or Wireless
connection

The user can share their own
desktop (like an ad-hoc network)

And the user can share their
network connection with others

Wireless network may use
authentication and encryption, BUT
the user can share that connection
with others, allowing those users to
connect to the corporate network
with weaker authentication &
encryption

Note: This is native to the operating
system! In all versions of Windows
7 (Starter through Ultimate)

NetBIOS o

NetBIOS over Topip

: 419439438
: #0-81-80-81

ver Tepip. + & « + & o . 3

! FecB:@:8:0FFF: 112

FecB:0Q:0:FFFF::242
FecB:Q:@:FFFF::342
Enabled

2, 2010 12:85:53 PH
y 13, 2819 12:085:53 M

92.168.1.25
: Enabled
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Windows 7 Virtual WiFi 2 Rogue AP on Wired Network

Passerby
) Hacker in
Contractor or Friend Parking Lot
Sanctioned
Access Point
INTERNET
Users
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