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Get Ready for the Wireless World! 
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Wireless Network Risks 

(What do I need to look for?) 
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Wireless Security Concerns 
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Reconnaissance - Wired-Side Leakage 

 

 

Broadcast and Multicast Traffic leaking from the Wired 

Network into the local air space: 

Å- HSRP 

Å- IGMP 

Å- IGRP 

Å- OSPF 

Å- VRRP 

Å- IPX 

Å- STP 

Å- AND NetBIOS!!! 
 

AP 



 

Reconnaissance - Wired-Side Leakage 

Wired Side Leakage (Router Broadcast Traffic) 

Password for H/A on Core Router! Note that this is leaking from the wired network into the 
wireless airspace, unencrypted, even though the AP is using encryption for wireless usersé 



 

Common Infrastructure Vulnerabilities 

Cisco WPA Migration Mode Vulnerability ï BlackHat 2010 
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Summary of 802.11 Vulnerabilities 

Type Attacks Tools 

Reconnaissance 

Á Rogue APs 

Á Open/Misconfigured APs 

Á Ad Hoc stations 

Netstumbler, Kismet, 

Wellenrighter  

Sniffing 

Á WEP, WPA, LEAP cracking 

Á Dictionary attacks 

Á WPA Migration Mode (Cisco) 

AirSnort, Cowpatty, 

Wireshark, Cain, 

Ettercap, aircrack-ng 

Masquerade & 

Hijack 

Á MAC spoofing 

Á MiFi or cellphone hotspot 

Á Evil Twin/Wi-Phishing attacks 

AirSnarf, Hotspotter, 

HostAP, SMAC, 

Firesheep 

Insertion 

Á Multicast/Broadcast injection 

Á Routing cache poisoning 

Á Man in the Middle attack 

Airpwn, WepWedgie, 

ChopChop, Vippr, 

irpass 

Denial-of-Service 

Á Disassociation 

Á Duration field spoofing 

Á RF jamming 

AirJack, void11, 

Bugtraq, IKE-crack 



 

Common Infrastructure Vulnerabilities 

Type Comments State 

WEP Attack 
Á Vulnerable for many years, 

including Cisco Migration Mode 
Easily Cracked 

WPA-PSK Attack 
Á Can be vulnerable to 

dictionary attack 

Can be attacked, 

especially 8 char 

PSKs 

TKIP 
Á 2009/2010 attack 

demonstrations 
Targeted in POC 

 

Many people have fortified their sensitive wireless infrastructures by 
migrating away from insecure Open or WEP configurations 

 

 

 

 

 

 

 

 

End-users have now become the low-hanging fruit!!! 

 

 



 

 
End-users have now become the low hanging fruit 

Hotel 

ÅAm I connected to an insecure access point? 

Airport 

ÅAm I connected to another passenger in ad-hoc mode? 

Coffee Shop 

ÅAm I connected to a real hotspot connection? 

Home 

ÅIs my laptop probing for SSIDs not on the safe list? 

Office 

ÅDo I have wired & wireless on at the same time? 

 

 

 

 

 



 

Wireless Phishing ð Old School Method 

Tools such as Karma can Respond to ANY Client Probe Request 

Variety of Services (POP, FTP and HTTP) to Lure Unsuspecting Users 

No Authentication of ñPervasive Wireless Cloudò 

Automatic Network Selection in Windows (Zero Configuration Client) 

1 Hotspot Phishing 

Data Leakage 

Hotspot Evil Twin 

Mobile Users 



 

Malicious Associations 
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Hotspot Phishing, Evil Twin, SoftAP, etc. 

New School Method - Direct attacks on Wireless Clients 

using Cellphone 

Palm Pre with Hacked Mobile Hotspot 

 

 

 

 
 

2 New School Hotspot Phishing 

Data Leakage 

Corporate 

Hotspot 
Evil Twin 

Mobile User 

X 

Attack vector on any wifi enabled cell 
phoneé 

Got a WiFi iPad, iPod, Mac? J 
 



 

Malicious Associations - Cell Phone hotspot 

3 
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Guest Access ð Targeting Guest Users 

Internet 

Captive portal doesnôt allow ñaccessò 

until authenticated via the portal 

ÁBut it does allow access to the local 

wireless network, and provides an IPé 

What can I do with access to the local 

network? 

ÁUnless PSPF or client isolation is enabled, 

hacker can scan and target other users of 

the wireless network 

ÁExploit their laptop and steal credentials for other 

wireless networks (metasploit anyone?) 

ÁValidate if portal ACL rules are properly prohibiting 

access 

ÁVirtually every captive portal we tested was only 

controlling HTTP/HTTPS access to the Internet and 

internal networks 

ÁWe could ping, ssh, telnet, ftp, etc. without EVER 

authenticating to the portal!!! 

Intruder 

Laptop  

ÅIntruder doesnôt 

authenticate to 

captive portal 

ÅTargets users on 

same AP 

ÅPerhaps some of 

those Guest users 

are actual 

employees??? 



 

Captive Portal Bypass 

Captive Portals 

We later determined that the attackers 
got to the corporate network through a 
unauthorized wired bridge installed by an 
a consulting firm 

This secondary local subnet was 
discovered by listening to wireless traffic 
for the entire airspace, and identifying 
IPs for the corporate network 

They then attempted to access the 
network through the captive portal, and 
were successful. 

And this DIDNõT require any 
authentication to the captive portal! They 
already had access to the local 
network!!! 

 

 

 

 

 

CAPTIVE PORTALS COMMONLY ALLOW 
THE PORTAL TO BE BYPASSED!!! 
 

 

 

Internet 

Intruder 

Laptop  

ÅHub was connected 

to Guest wireless 

switch 

ÅBridge to corporate 

network 

Å Installed by 

consulting firm 

onsite, in a non-IT 

closet 
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Some of the other attack vectors 

that weõre seeing latelyé 



 

Windows 7 Virtual WiFi 

Windows 7 ð A whole new possibility of Rogue AP threats 

Windows 7 (all version) provide Virtual Wifi with the operating the system, 
essentially allowing any desktop user to setup a Virtual Wireless Access 
Point!!! 

 

Note that this is not an adhoc network, but an actually virtual access point 
that behaves, lives, and breathes like an actual Access Point! 

 



 

Windows 7 Virtual WiFi 

 

 

How? 

Å Setup at the DOS Prompt 

Å Share either a Wired or Wireless 

connection 

Å The user can share their own 

desktop (like an ad-hoc network) 

Å And the user can share their 

network connection with others 

ÅWireless network may use 

authentication and encryption, BUT 

the user can share that connection 

with others, allowing those users to 

connect to the corporate network 

with weaker authentication & 

encryption 

Å Note: This is native to the operating 

system! In all versions of Windows 

7 (Starter through Ultimate) 



 

Windows 7 Virtual Wifi 

INTERNET 

Windows 7 Virtual WiFi �² Rogue AP on Wired Network 
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